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Arbor Edge Defense(AED)
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Frotected

= e petraific wnll be bledied

T T L LY

SErver o Capiurs Completed on 0327000 12509 A (1 -day capinim
Protection .
Protection Level Use global level
Stotus Running for 7 days 16 hours
Total Traffic Threshold Using global traffic threshold: 30% abowve total traffic baseline
Blocked Trreshold  Using global blocked threshold: 100% above blocked traffic baseline
Botnet Threshold Using global botnat thresheld: 100% above botnet traffic baseline
Descripticn

Time -5m =1h -ddh
—

ﬁs Packets
Yrotection Group Traffic

ﬁi@ I\%j,{“}b yeazian

Protection Group Overview

Total - Total: 15,13 6B
Traffic Hate: 403.42 Mbps
Passed - Tota: a= = __
Traffic Hare: 403.41 Mbps

Blocked Total: 400.8% kB
Traffic | Rate 10,69 kbps
caR PM 0303 PM 004 PM C308 P D08 PV
Blocked
s Aver ; @ Prssod @ Blockes

Attack Categories
- B RS Doy =T p——

S0om \

0K
Alta
o
o
0302 P 50 [T 20 [ A a0 0308 PR 1] o308 PM
Key Graph Category Bytes Blocked bps Blocked Packets Blocked pps Blocked -
] l TCP SYN Flood Detection 401.63 k8 1071 kbps 6.69 k packets 2231 pps Detalls
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Protection Group Overview Total Protection Group Traffic

1.26

bps ¥ewznzo
Total - Total; 37.62 GB okal Teathc
Traffic Rate: 1.00 Gbps 6
Passed ‘ Total: 33.60 GB
Traffic Rate: 895.90 Mbps
EBlocked ‘ Total: 4.03 GB
Traffic . Rate: 107.36 Mbps
==
3 1%
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Hosts Be:

@ Passed @ Blacked

Attack Categories
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Key  Graph Category Bytes Blocked bps Blocked Packets Blocked pps Blocked
=} ‘ UDP Flood Detection 3.26 GB 86.85 Mbps. 2,17 M packets 7.24akpps Detals
0L PM a0 03IZPM a0
| | l TCP SYN Flood Detection 768,88 MB 20,50 Mbps 12.81 M packets 42,72 kpps Datalls Blocked Traffic Parcent Bytes
75.54%
30,74 Mbps e @ Blacklist v
|
5.90%
] ‘ il china 42 8] Mbps 6.95 Mbps i  Blacklist »
[ | ‘ ® | Japan 29.12 bbos 3.49 Mbos i'%” @ Blacklist ~
e —av (REE) B
[ ] Unknown / = |
2.84%
| . = Spain 2.03 Mbps R 21.96 Mbps i @ Blacklist =
] ‘ Germany 17,49 Mbps 3.78 Mbps f'sz* @ Blackiist v
i 217%
“ | Sauth Korea 15.53 Mbps 2.76 Mbps | @ Blackiist »
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AIF-OTT - EEXZROTT

amazon

Alibaba |Public DNS

AfreecaTV Dialpad Akamai CDN

Bild Google Hangouts Meet Amazon Cloudfront Amazon Elastic Cloud Compute
Disney RingCentral Apple Amazon Simple Storage Service
ESPN Skype for Business Online and MS Team Century Link Google Cloud platfrom ORCEPOINT
HBO Webex Fastly Google Global Cache
Hulu Zoom StackPath IBM Cloud
ialyl Stripe Imperva
myCANAL LimelLight
NBA MS Azure virtual machines
Netlfix Oracle
— — Rackspace
==F Verizon Ditigal Media Services
[ | s’
1150 =2 |
Level(3)
IBM Cloud IMPERVA the Wor
INCAPSULA
: Baidu BOX Aryaka
L H Facebook DropBox Meraki
' ”-nE Odnoklassniki MS 365 Common and Office Online |VeloCloud
Twitter MS Exchange oNLINE i
Vkontakte MS Sharepoint Online and One Drive I i .
WhatAPP Salesforce ) (
€ VeloCloud Networks, Inc. Forcepoint : Zscaler
Cloudfare |Steam Netskope Tenable Vulnerability M nent
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Office365, WebEx, Zoom®BJ{R{LEH

Explore Traffic

DETAILS Period: | Today Graph Type: | Stacked Units: | bps
FILTER 1 Type:| profile tag Values:| Microsoft Office 365, Netflix, Webex, Zoom Jl select Profile Tag

FILTER 2 Type: country Values:[ ] Select Country

bps (- In j +Out) Apr 2020
300 M
200 M
100 M
oM
goo To0 goo go0 1p00 1100 1200 1300 1400 1500 1600 1700 1800 1500 2000 2100 2200 2300 . 100 z00 300 400 500
Thu 16
Select All ® Clear All Current | Average | Max | PCT95
Profile Tag Country In Out Total (In + Out) ¥
. Microsoft Office 365 United States 2.60 Mbps 11.10 Mbps 13.70 Mbps
. Netflix United States 73.92 Kbps 12.36 Mbps 12.43 Mbps ‘
B zoom China 115.25 Kbps 1.00 Mbps 1.12 Mbps
. Zoom United States 376.56 Kbps 736.40 Kbps 1.11 Mbps ‘
‘ . Webex United States 189.44 Kbps 830.51 Kbps 1.02 Mbps
- Microsoft Office 365 Hong Kong 39.41 Kbps 164.21 Kbps 203.63 Kbps ‘
Microsoft Office 365 Singapore 31.23 Kbps 152.05 Kbps 183.28 Kbps
I
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Explore Traffic %‘ CDN jnl§’r 9°_0) st’f “JOO)WER
DETAILS Period: Today Graph Type: | Stacked Units: bps

FILTER 1 Type: profile Valuas:{ Akamai CDN, Amazon Cloudfront, Apple (1), Cloudflare, Fastly, Google Global Cz ] Select Profile
FILTER2 Type: none

bps (- In / + Out) Feb 2020
206 i

156
06
— N
- CDN +F3 74 v DBE
06 = z
1190 1200 1308 )ge0 1560 1§08 ]Tes 1o  1gee 2000 2100 2200 2308 e 200 300 goe 500  ges  Tos  gee oo 1geo bps £ Update
Select All i % Clear Al Current | Average | Max | PCT95 ll Select Profile Tag

Profile In¥ Out Total (In + Out)
B Akamai CDN 15.96 Mbps 1.42 Gbps 1.44 Gbps
B Apple (1) 15.57 Mbps 1.42 Gbps 1.43 Gbps Eit 7030
. ‘Amazon Cloudfront 10.80 Mbps 828.85 Mbps 839.65 Mbps.
. Google Global Cache 4.59 Mbps 14.13 Mbps 18.72 Mbps
l Fastly 3.71 Mbps 828.34 Mbps 832.05 Mbps
StackPath 3.10 Mbps 297.30 Mbps 300.39 Mbps
. Cloudflare 2.81 Mbps 184.62 Mbps 187.43 Mbps
[ /] . Imperva Incapsula ©42.67 Kbps 7.89 Mbps 8.53 Mbps
. Limelight 16.53 Kbps 4.90 Mbps 4.91 Mbps
Verizon Digital Media Services 8.16 Kbps 56.77 Mbps 56.78 Mbps
[ Netflix OCA 0.00 bps 159.36 Kbps 159.36KbPs | sgm0  2pe0 2200 2300 e z00 300 go0 500 o0 700 goe  geo  1gee
Stripe 0.00 bps 1.39 Kbps 1.39 Kbps Sun 2
B Leveis 0.00 bps 0.00 bps 0.00 bps Current | Average | Max | PCT95

Sum of selected items 57.21 Mbps 5.06 Gbps 5.12 Gbps

Profile Tag In Out Total (In + Out)
l CDN 57.21 Mbps 5.06 Gbps 5.12 Gbps
Sum of selected items 57.21 Mbps 5.06 Gbps 5.12 Gbps
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Akamai CDN®D bY ' b—73—&ASN OriginL 7R—

Profile ‘Akamai CDN (1)' Top Talkers Internal
DETAILS Period: Today  [BJ units: bps

profilekamaicon ) |

N b= (58 1P

Description: This managed object matches all CIDR as Akamai CDN nodes, ATLAS.
bpst-In/+0ut Feb 2020
loo M
S0M
i | :

O I o I O T T
20 O B o s s 73
Name In Out ¥ Total (In + Qut)

T 18486240193 439.81 Kbps 102,04 Mbps 109.48 Mbps

237260107 469.71 Kbps 87.94 Mbps 88.41 Mbps
T 232109224 365,28 Kbps 82.07 Mbps 82.44 Mbps
T 232109216 24325 Kbps 69.97 Mbps 70.22 Mbps

232109256 23752 Kbps 5468 Mbps 5452 Mbps
Tl 23356850 629.23 Kbps 51.05 Mbps 51,68 Mbps

DETAILS Period: Today Units: bps

B GraphType: Stacked B

Profiles Akamai CON (1

This 81 Il CIDR blocks used as Akamai CDN nodes, as determined by ATLAS.

bpsi-in/ +0ut) ‘Akamai CDN (1)' Traffic per ASN

Profile 'Akamai CDN (1)’ Top Talkers External

DETAILS Period: Other

Profile:| Akai

DN (1)

start:| 02/02/20 22:11:00

il select Profile

17 end: 02/02/2022:37:00 | ] | Units: bps

bw T =75 —(FEBIP)

Description: This managed object matches all CIDR blocks used as Akamai CDN nodes, as determined by ATLAS.

bps (-In 1 +0ut)
700 M

500 M

a00m
300 M
200M
lo0M

M
221 221 a3 g

% Clear All

192.122.184.157
@ W 192122184158

W 192122184067
@ 1 208.68.24.40

BGP Origin L7/R—

Feb 2020

m o am

Current | Average | Max | PCT35

ASN In Out Total (In + Out) ¥

20340 20,98 Mbps 3.23Gbps 3.25Gbps

16625 21.57 Mbps 837.26 Mbps 858.83 Mbps

33905 78.70 Kbps 449 Mbps 457 Mbps

@ W Axamal 35994 819,63 Kbps 1.84 Mbps 266 Mbps
NTT-COMMUNICATIONS-2914 2914 53.58 Kbps 2.49 Mops 255 Mbps

[l GTT-BACKBONE 3257 7.66 Kbps 1.45 Mbps 1.46 Mbps
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‘Sun Feb 2 2020

a3 ané 2217 22 2210 2am an

[ oo

2211 213 24 2733 216 2211 221 22 2% )M 22M QW 2234 Q2% 2% 20W

Average | Max | PCT95

485.05 Kbps 1 ps Mbps

182.85 Kbps 143.27 Mbps 143.45 Mbps
139.43 Kbps 129.04 Mbps 129.18 Mbps
264.51 Kbps 83.97 Mbps 84.23 Mbps
769.11 Kbps 68.55 Mbps 69.32 Mbps
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